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Agenda	
  

•  Context	
  
– US	
  Smart	
  Grid	
  
– 7	
  Domains	
  
– Logical	
  Reference	
  Model	
  

•  Cybersecurity	
  requirements	
  
– ConfidenCality,	
  Integrity,	
  Availability	
  (CIA)	
  
– Logical	
  Interface	
  Categories	
  

•  Risk-­‐ranked	
  User’s	
  Guide	
  Process	
  	
  
– Architecture’s	
  role	
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Hypothesis:	
  	
  Architecture-­‐based	
  
cybersecurity	
  improvement	
  process	
  
can	
  help	
  in	
  other	
  industries,	
  too.	
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Sources	
  

•  Smart	
  Grid	
  Cybersecurity	
  CommiVee	
  (formerly	
  
Cyber	
  Security	
  Working	
  Group)	
  	
  
– NISTIR	
  7628	
  Guidelines	
  for	
  Smart	
  Grid	
  Cyber	
  
Security,	
  August	
  2010	
  (3	
  volumes)	
  
•  csrc.nist.gov/publica:ons/nis:r/ir7628/nis:r-­‐7628_vol1.pdf	
  

– Logical	
  Reference	
  Model	
  
•  SGCC	
  Architecture	
  sub-­‐team	
  	
  

– NISTIR	
  7628	
  User’s	
  Guide	
  (30+	
  pages)	
  
•  SGCC	
  User’s	
  Guide	
  sub-­‐team	
  	
  
•  Dra$:	
  	
  collaborate.nist.gov/twiki-­‐sggrid/bin/view/SmartGrid/
NISTIR7628UsersGuide	
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US	
  Smart	
  Grid	
  

•  A	
  complex	
  system-­‐of-­‐systems	
  
– Real-­‐Cme	
  control	
  systems	
  in	
  power	
  grid	
  

•  Some	
  mechanical	
  automaCon,	
  some	
  computerized	
  
– Transforming	
  into	
  an	
  advanced,	
  digital	
  
infrastructure	
  
•  Adding	
  two-­‐way	
  capabiliCes	
  for	
  communicaCng	
  
informaCon,	
  controlling	
  equipment,	
  and	
  distribuCng	
  
energy	
  	
  

– This	
  transformaCon	
  adds	
  Cybersecurity	
  
requirements	
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Logical	
  Reference	
  Model	
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Source:	
  NISTIR	
  7628	
  



Cybersecurity	
  Requirements	
  

•  Availability	
  (most	
  important)	
  	
  
–  Hard	
  and	
  so`	
  real	
  Cme	
  

•  Wide-­‐area	
  situaConal	
  awareness	
  monitoring,	
  etc.	
  	
  
•  Integrity	
  

–  Demand	
  Response	
  (DR)	
  data	
  used	
  to	
  drive	
  energy	
  generaCon	
  
–  Stuxnet	
  masked	
  unauthorized	
  operaCons	
  from	
  being	
  detected	
  
by	
  the	
  operators	
  

•  ConfidenCality	
  
–  Privacy	
  of	
  customer	
  informaCon	
  
–  Electric	
  market	
  informaCon	
  
–  General	
  corporate	
  informaCon	
  	
  

•  Payroll,	
  internal	
  strategic	
  planning,	
  etc.	
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Security	
  Requirements	
  

9	
  

IDs	
   Category	
  

SG.AC-­‐1,	
  21	
   Access	
  Control	
  

SG.AT-­‐1,	
  7	
   Awareness	
  and	
  Training	
  

SG.AU-­‐1,	
  16	
   Audit	
  and	
  Accountability	
  

…	
  

SG.IR-­‐1,	
  11	
   Incident	
  Response	
  

•  19	
  Categories	
  are	
  documented	
  
– Each	
  category	
  has	
  a	
  number	
  of	
  specific	
  
requirements	
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Example	
  of	
  Actors,	
  Interfaces,	
  CIA,	
  and	
  HL	
  
Security	
  Requirements:	
  LIC1	
  Interface	
  between	
  
control	
  systems	
  and	
  equipment	
  with	
  high	
  
availability,	
  and	
  with	
  compute	
  and/or	
  bandwidth	
  
constraints	
  	
  

Source:	
  NISTIR	
  7628	
  Figure	
  2-­‐4	
  Logical	
  Interface	
  Category	
  1	
  	
  



Logical	
  Interface	
  Categories	
  
•  NISTIR	
  7628	
  has	
  22	
  categories	
  

–  For	
  example:	
  	
  Interface	
  between	
  control	
  systems	
  and	
  equipment	
  has	
  4	
  
categories:	
  

	
  

•  Analyze	
  interfaces	
  to	
  understand	
  variaCons,	
  categorize	
  them	
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Computa=on	
  and/or	
  Bandwidth	
  

Constrained	
   Unconstrained	
  

High	
  
availability	
   LIC	
  1	
   LIC	
  3	
  

Low	
  
availability	
   LIC	
  2	
   LIC	
  4	
  



User’s	
  Guide	
  Process	
  
1.  IdenCfy	
  Smart	
  Grid	
  OrganizaConal	
  Business	
  FuncCons	
  	
  
2.  IdenCfy	
  Smart	
  Grid	
  Mission	
  and	
  Business	
  processes	
  for	
  the	
  PrioriCzed	
  

OrganizaConal	
  Business	
  FuncCons	
  	
  
3.  IdenCfy	
  Systems	
  and	
  Assets	
  that	
  support	
  the	
  Mission	
  and	
  Business	
  

Processes	
  	
  

4.  Map	
  Systems	
  to	
  Logical	
  Interface	
  Categories	
  	
  
5.  IdenCfy	
  High-­‐Level	
  Security	
  Requirements	
  	
  
6.  Perform	
  a	
  Smart	
  Grid	
  High-­‐Level	
  Security	
  Requirement	
  Gap	
  

Analysis	
  
7.  Create	
  a	
  Plan	
  to	
  Remediate	
  the	
  Gaps	
  and	
  Implement	
  the	
  Necessary	
  High-­‐

Level	
  Security	
  Requirements	
  
8.  Monitor	
  and	
  maintain	
  High-­‐Level	
  Security	
  Requirements	
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Map	
  Systems	
  to	
  Logical	
  Interface	
  
Categories	
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•  Actor	
  refers	
  to	
  the	
  Logical	
  Reference	
  Model	
  systems,	
  which	
  
needs	
  to	
  be	
  validated	
  for	
  a	
  specific	
  organizaCon	
  
–  “Are	
  we	
  missing	
  something,	
  do	
  we	
  do	
  something	
  differently?	
  Why?”	
  

•  Logical	
  Interfaces	
  also	
  need	
  to	
  be	
  validated	
  
•  Categories	
  are	
  then	
  specified	
  

Calm	
  Sunrise	
  ConsulCng,	
  LLC,	
  A	
  Founding	
  Member	
  of	
  SGIP	
  2.0	
  



High-­‐Level	
  Security	
  Requirements	
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•  HL	
  Security	
  Requirements	
  are	
  mapped	
  to	
  LICs	
  
–  VariaCon	
  exists,	
  so	
  organizaCons	
  sCll	
  need	
  to	
  review	
  and	
  verify	
  applicability	
  
–  Requirements	
  are	
  evaluated	
  as	
  High,	
  Medium,	
  Low	
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IdenCfy	
  HL	
  Security	
  Requirements	
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•  For	
  each	
  prioriCzed	
  system/asset:	
  
–  Verify	
  your	
  organizaCon’s	
  CIA	
  levels	
  from	
  the	
  NISTIR	
  7628	
  
–  Document	
  the	
  security	
  requirements	
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Gap	
  Analysis	
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•  Verify	
  that	
  each	
  system/asset’s	
  HLRs	
  are	
  addressed	
  
–  Each	
  RaCng	
  is	
  either	
  S=Sa:sfied	
  or	
  O=Other	
  
–  Each	
  Gap	
  needs	
  to	
  be	
  addressed	
  by	
  a	
  MiCgaCon,	
  such	
  as	
  Audit	
  Log	
  or	
  

Penetra:on	
  Test	
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ApplicaCons	
  in	
  Other	
  Industries	
  

•  The	
  7628	
  User’s	
  Guide	
  documents	
  an	
  easy-­‐to-­‐
understand	
  process	
  in	
  30+	
  pages	
  
– Your	
  business	
  processes	
  will	
  differ	
  
– Your	
  systems	
  and	
  assets	
  will	
  differ	
  
– Your	
  Interface	
  Categories	
  will	
  differ	
  
– The	
  process	
  sCll	
  works	
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Thanks	
  and	
  Contacts	
  

Many	
  thanks	
  to	
  the	
  User’s	
  Guide	
  sub-­‐team!	
  
Contacts:	
  
•  SGIP	
  2.0	
  website:	
  sgip.org	
  
•  Marianne	
  Swanson,	
  NIST	
  

–  SGIP	
  Smart	
  Grid	
  Cybersecurity	
  CommiWee	
  (SGCC)	
  Chair	
  
•  Mark	
  Ellison,	
  DTE	
  Energy	
  	
  

–  SGCC	
  NISTIR	
  7628	
  User’s	
  Guide	
  sub-­‐team	
  lead	
  
•  Elizabeth	
  Sisley	
  	
  

–  SGCC	
  Architecture	
  sub-­‐team	
  lead	
  
–  sisley@cs.umn.edu	
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