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Agenda

e Context

— US Smart Grid
— 7 Domains
— Logical Reference Model

* Cybersecurity requirements
— Confidentiality, Integrity, Availability (CIA)
— Logical Interface Categories

e Risk-ranked User’s Guide Process
— Architecture’s role



Hypothesis: Architecture-based
cybersecurity improvement process
can help in other industries, too.



Sources

 Smart Grid Cybersecurity Committee (formerly
Cyber Security Working Group)

— NISTIR 7628 Guidelines for Smart Grid Cyber
Security, August 2010 (3 volumes)

* csrc.nist.gov/publications/nistir/ir7628/nistir-7628 voll.pdf
— Logical Reference Model
* SGCC Architecture sub-team

— NISTIR 7628 User’s Guide (30+ pages)

e SGCC User’s Guide sub-team

» Draft: collaborate.nist.gov/twiki-sggrid/bin/view/SmartGrid/
NISTIR7628UsersGuide



US Smart Grid

* A complex system-of-systems

— Real-time control systems in power grid
* Some mechanical automation, some computerized

— Transforming into an advanced, digital
infrastructure

* Adding two-way capabilities for communicating
information, controlling equipment, and distributing
energy

— This transformation adds Cybersecurity
requirements
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Logical Reference Model

Unit

=

System

45 - Phasor
Measurement

Plant Control

. -— s e e

4'1 5 - Distribution,

Transmission

»| Engineering

m.
el S

. »

Wholesale

\. ; Market

u17

ugo
/

719- Energy "

Market

Transmission

Actor Color Key

ulk Generatia Operations
Pt ~ 0
: E Service
\ Markeing ;1 provider

Distribution |
e
{ customer )
\- -_—" e /

+——U20
Cleannghouse/k

RTUs or IEDs

U108

34 - Metering/
Billing/Utility

Back Office
us52

q0=
Aggregator /
Retail Energy
1  Provider
43 - Energy
Service
Providers

44 - Third
Party

| Energy Services |<_‘
\ Interface/ HAN J—

47 -
S a0 -
Transmission Transmission 26 - Distribution -—— = - 1
RTU IED ue7 U117 Engineering /‘/ 7 -Geographlc ! '13 DISthUted' U112
20 -Work e U131 Information Intelllgence
T A Management |-—U34 System l. Capiblllles_| J
- Distnbute System w -—— e —
ng Generation & L 1 ~ — kA | - =
Storage 1 U137 U1 05 || 12 - Distribution,
UT9__ 3[3 Wide Are.t’:l Management o U305 36 - Outage :Data Collectors
= easuremen pp—
»| Management (g 1| |j29 | - - -
System U7 // System 16 - f_-'rlggz:sCrew Uit
A \' U99 — \ A
— [ _——
. - . ]
u8o 7 37- 28 - Distribution| | 104 U36 I\ / s D,smbut,on'
u77 Transmission Operator / v it \ Sensors
SCADA /J 32 - Load Management us 38 - \ e}
A [l —u13 System / Demand- U379 Ct';s;?tr;er U39
u70 11 Response \L
Ux2 s U100 U1 Management System VN
U101 Z u26 24 - Customer
L 9 Service uaosd 2- Customer |
29 - Distribution |« | ; i / use_|  us U3 | Representative _7
SCADA ¥y U125
|- U9-»-{27 -Distributi Y L
u74 30 - Energy 2I\7/l Dlstnbuuotn < U113 23 - Customer
| Management anagemen Information
System  |[€——7.] u22 u127
System = 4 System U35
Ap Us ‘\ L 4
ug9 u21 U106
22 - Bulk 31 - ISO/RTO v 21-AMI vaa—_ ¥
Storage Operations 33 - Meter Data U2-p| Headend 45 - Customer
M Management Management y U125A§J%| Premise |
>+« Display 7

,5-Custc;1er- \
Energy Mngmnt I

—U44
System _7
\ * 4 s S?Custo;er\‘
u42 U41 Appliances and

-»\ Equipment

J43
U6
\J
N

_ Gateway N U120
d s U129
«——U18 l 8-Meter fa——
U60 Lan s U47
U128 yg5— 0130  u4s i
) A | U6 el =
',4 - Customer® 48 10 E ESJ'EJﬂgt)eter )
4 DER: 76 Electric N\ <U50my
R Mﬁ?:;fas) lGen;rahon and)  IVehicle (EVSE/) —
torage

Source: NISTIR 7628



Cybersecurity Requirements

e Availability (most important)
— Hard and soft real time
* Wide-area situational awareness monitoring, etc.
* Integrity
— Demand Response (DR) data used to drive energy generation

— Stuxnet masked unauthorized operations from being detected
by the operators

* Confidentiality
— Privacy of customer information
— Electric market information

— General corporate information
* Payroll, internal strategic planning, etc.



Security Requirements

e 19 Categories are documented

— Each category has a number of specific
requirements

T

SG.AC-], 21 Access Control

SG.AT-1, 7 Awareness and Training
SG.AU-1, 16 Audit and Accountability
SG.IR-1, 11 Incident Response
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Interface Category 1 Definition: Confidentiality: LOW
Interface between control systems and equipment Integrety: HIGH
with high availability, and with compute and/or Availability: HIGH

bandwidth constraints, for example:

- Between transmission SCADA and substation
equipment e
- Between distribution SCADA and high priority - — :'15 - Distribution,
substation and pole-top equipment ) T RTUs or IEDs |
- Between SCADA and DCS within a power plant L
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Unique Technical High Level Security Requirements
SG.SI-07 Software and Information Integrity ‘\

SG.IA-04 User Identification and Authentication ‘ |
SG.AC-14 Permitted Actions without Identification or Authentication |
SG.IA-05 Device ldentification and Authentication o /
SG.IA-06 Authenticator Feedback 29 - Distribution S
SG.AC-05 Information Flow Enforcement SCADA — U102
SG.SC-14 Transmission of Security Parameters [<4-U9- 27 -Distribution
SG.SC-02 Communications Partitioning Management
SG.SC-03 Security Function Isolation System
SG.SC-05 Denial-of-Service Protection
SG.SC-07 Boundary Protection
SG.SC-08 Communication Integrity
SG.SC-09 Communication Confidentially

Example of Actors, Interfaces, CIA, and HL
Security Requirements: LIC1 Interface between

control systems and equipment with high
availability, and with compute and/or bandwidth
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Logical Interface Categories

* NISTIR 7628 has 22 categories

— For example: Interface between control systems and equipment has 4
categories:

Computation and/or Bandwidth

LIC 1

High
availability

LIC 3

o LIC 2 LIC 4

availability

* Analyze interfaces to understand variations, categorize them
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User’s Guide Process

|Identify Smart Grid Organizational Business Functions

Identify Smart Grid Mission and Business processes for the Prioritized
Organizational Business Functions

|ldentify Systems and Assets that support the Mission and Business
Processes

Map Systems to Logical Interface Categories
|ldentify High-Level Security Requirements

Perform a Smart Grid High-Level Security Requirement Gap
Analysis

Create a Plan to Remediate the Gaps and Implement the Necessary High-
Level Security Requirements

Monitor and maintain High-Level Security Requirements

Calm Sunrise Consulting, LLC, A Founding Member of SGIP 2.0 12



Map Systems to Logical Interface
Categories

* Actor refers to the Logical Reference Model systems, which
needs to be validated for a specific organization

— “Are we missing something, do we do something differently? Why?”
* Logical Interfaces also need to be validated
e (Categories are then specified

Priori Prioritization .
riority Logical
Business System Impact Probability Risk Logical Interface

Function(s) | Business Processes Name(s) (H,M, L) (H.M, L) Ranking | Actor(s) | Interfaces | Category(s)

Metering to | d. Advanced AMI Meters High High High 8 U24 I8

Cash Metering Ué4 18

Infrastructure U35 17

(AMI) U4l 18

U47 18

uso 6

ul20 I5

AMI Head- End High Medium High 21 U24 I8

MDMS High Medium High 33 U2 7

Billing Sys High Medium High 42 Ué4 I8
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High-Level Security Requirements

e HL Security Requirements are mapped to LICs
— Variation exists, so organizations still need to review and verify applicability
— Requirements are evaluated as High, Medium, Low

Table 3-3 Allocation of Security Requirements to Logical Interface Catgories

Dark Gray = Unique Technical Requirement Light Gray = Common Technical Requirement
White = Common Governance, Risk and Compliance (GRC)

mart Gri
Requirement

ogical Interface Categories

Number 1|2|3|4|5|s|7| 9|1o|11|12|13|14 |1s|17|1s|19|2o|21|22
— 1 -~
SG.AC-1 pplies at all impact levels
G.AC-2 ) pplies at all impact levels

S\G\AC-S / Applies at all impact levels
SGACA Applies at all impact levels

SG.AC-6 Applies at moderate and high impact levels
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ldentify HL Security Requirements

* For each prioritized system/asset:
— Verify your organization’s CIA levels from the NISTIR 7628

— Document the security requirements

Table 7 System Inventory with CIA Impacts, Unique Technical Requirements, and Requirement
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Gap Analysis

» Verify that each system/asset’s HLRs are addressed
— Each Rating is either S=Satisfied or O=Other

— Each Gap needs to be addressed by a Mitigation, such as Audit Log or
Penetration Test

Table 8 System Inventory with Assessment Scores, Assessment Gaps, and Proposed Mitigations
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Applications in Other Industries

* The 7628 User’s Guide documents an easy-to-
understand process in 30+ pages

— Your business processes will differ
— Your systems and assets will differ
— Your Interface Categories will differ
— The process still works



Thanks and Contacts

Many thanks to the User’s Guide sub-team!

Contacts:

e SGIP 2.0 website: sgip.org
* Marianne Swanson, NIST
— SGIP Smart Grid Cybersecurity Committee (SGCC) Chair
 Mark Ellison, DTE Energy
— SGCC NISTIR 7628 User’s Guide sub-team lead
* Elizabeth Sisley
— SGCC Architecture sub-team lead
— sisley@cs.umn.edu
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